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ABSTRACT

In developing ubiquitous or pervasive systems it is
essential that the complexity of the underlyingtsysis
hidden from the user. To achieve this, the systeeds to
take many decisions on behalf of the user. Thisardn

be done if the system knows what the user woulfepre
i.e. it maintains a set of user preferences fohaaser.
This is a laborious task for the user to perforrmualy
and research is focussing on the use of machimaihep

to assist the user in creating and maintaining an
acceptable set of preferences. This paper deschibes
stereotypes can be adapted for use in pervasivensyso
help build up user preferences while maintainingrus
privacy through the use of virtual identities, ahdw
these can be modified to match the changing prates

of the group of users who select this stereotybe. Japer
also introduces the notion of group identities ahdws
how the same approach can be used to handle théise i
Daidalos pervasive system.
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1. Introduction

In 1991 Weiser [1] predicted that the environmeawouad
the user will soon be filled with microscopic desdc
mobile or stationary, that will aid the user in /hir
everyday life. Since then with the developments in
communications and in technologies such as sensors,
motes [2], specks [3], etc., this is rapidly becognia
reality. This growth will be accompanied by an even
larger expansion in the services available to ter,uand
the result will soon become unmanageable. Thishés t
problem that pervasive computing [4] seeks to asklby
developing an intelligent environment to suppo# tiser
and enable him/her to control and manage thistsitua

In order to hide the complexity of the underlyisygstem
from the user, the system needs to take many desigin
behalf of the user. This can only be done if it wweavhat
the user would prefer, i.e. it maintains a set eéru
preferences for each user and uses these to pkzsahe
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decision making processes within the pervasiveesyst
This is one of the major assumptions underpinnirgtm
pervasive system developments, including the Daglal
pervasive system [5]. Daidalos is a European lategr
Project whose aims include the development of a
pervasive system that will provide the appropriate
infrastructure to support a wide range of persaedli
context aware services in a way that is easy ferethd-
user to manage and use.

The establishment of user preferences for each foser
such a system is a non-trivial task since it iotaus for

the user to create manually. To assist in thisggsscsome
pervasive systems monitor the user's behaviour and
employ machine learning techniques to create afidere
the set of preferences for each user.

In addition stereotypes provide a useful technidoe
creating an initial set of preferences for a uskwever,

for pervasive systems the preferences need to fitexte
dependent and take account of user privacy — sxahse
through the use of virtual identities. This papecdsses
how such stereotypes may be implemented in pemasiv
systems, and how they may be adapted to change with
time for groups of pervasive system users. Thesasid
have been implemented in the Daidalos pervasiviesys
which will be demonstrated in April 2008.

The notion of a group virtual identity is introducand it
is shown how the same approach can also be used to
handle dynamic preferences associated with these

The next section provides a brief overview of
personalization in pervasive environments and hioiw t
affects some current systems. Section 3 brieflgutises
user preferences in the Daidalos pervasive service
platform. Section 4 describes the way in which
stereotypes and learning are used in Daidalos while
section 5 discusses a problem with virtual idesditi
Section 6 deals briefly with dynamic stereotypes an
section 7 introduces the notion of group identityd a
shows how the same approach can be applied to dgnam
preferences associated with group virtual iderstitie
Section 8 describes the status of implementatiod an
concludes.



2. Per sonalization and Pervasive

Environments

A pervasive system needs to be able to take desisia
behalf of the user, taking account of the needs and
priorities of the user in the way in which the syst
behaves. These needs and priorities are capturadsét
of user preferences which will, in general, be eaft
dependent. The terpersonalizatioris used to refer to the
set of processes used to create, maintain and asgly
preferences in decision making. In pervasive systdm
scope of such personalisation is quite wide anerelg
beyond the usual forms of personalization, e.g. $&Jme
examples of this are given in the next section. elaw,
the most significant problem facing the developefs
pervasive systems is the creation and maintenahea o
adequate set of user preferences for each user.

Early pervasive system developments such as the
Intelligent Home [7] and Blue Space [8] implemented
personalization with context awareness althoughy the
relied on user input of preference information eatthan

the use of learning, resulting in minimal sets cewu
preferences. Other projects such as Microsoft'syEas
Living project [9] and MIT’s Intelligent Room prajé
[10] paid little heed to user preferences but catreged
instead on context information — producing a contex
aware rather than a personalized approach. .

However, it was soon realized that some form of
assistance was needed in gathering and maintausag
preferences. For this reason the Adaptive Housg, [11
GAIA [12] and MavHome [13] have made
personalization an important goal in order to paEu
effective and acceptable pervasive systems thanattto
meet individual user needs with minimal user
intervention. Gathering preference information is
achieved by monitoring the user’s behaviour andhaisi
machine learning techniques to identify new user
preferences. The Synapse project [14] also makeoiis
machine learning techniques but combines this withr
control to provide more accurate personalization.

One of the main drawbacks of the above systemisaifs t
the machine learning techniques employed are #ihef
algorithms, which means that there may be a sianiti
delay before the system adapts to changing prefesen
On the other hand the pervasive systems develoged b
projects such as Ubisec [15], Spice [16] and M&b|lL7]

all make use of online learning algorithms that can
respond rapidly to changes in the user's behaviour
patterns and update the set of user preferenceesain
time. However, these have another disadvantaghan t
they do not distinguish between temporary changes i
user behaviour arising from particular transitory
circumstances and established user preferencesederi
from long-term behaviour patterns.

Daidalos [5] is a European research project whiotsdo
develop an infrastructure that is able to integeat@nge

of heterogeneous networks and devices and to ceeate
pervasive service platform on top of this, whiclotpcts
the user from the complexity of the underlying
infrastructure while providing personalized and teah
aware services with minimal user intervention. The
research is being conducted over a five year paxiatlis
divided into two phases with slightly different ebjives.

In the first phase simple GUIs were used to allbevaser

to set up new user preferences or update existigs,0
while in the second phase these are supplementdleby
use of stereotypes to create initial preferenced an
combination of online and offline learning techréguto
create new preferences or refine or adapt existing
preferences as the user’s needs change with time.

This combination has the potential to provide digant
advantages over some of the other pervasive sydsteahs
have been developed.

3. Creating and Maintaining User
Preferencesin Daidalos

The basic functionality contained in the Daidalos
pervasive service platform includes the followinix s
main functions:

e Service Discovery and Selection

e Service Composition

e Session Management

e Personalization and
Management
Context Management
e  Security and privacy

User Preference

The user preferences for these functions will, émegal,

be context-dependent. These user preferences rkay ta
the form of a set of rules or possibly a neuraivoek or
Bayesian network. All three formats are being
investigated although this paper is concerned avith

the case where the user preferences are represastad
set of rules.

In Daidalos the various different decision processe
within the pervasive system that may be persorclared
for which user preference rules need to be maiathin
include the following:

e Service selectiaiWhen a user initiates a request
for a service through the service browser, therg bea
number of different alternative ways in which thequest
can be satisfied. This will depend on the possible
candidates that are available and might be useatisfy
this request. The Service Discovery component fivitl
the possible options, and then use the user prafese
(which may depend on a variety of factors suchhas t
user’s location, time of day or current activitg)filter the



possibilities (i.e. remove options that definitedp not
satisfy the user’s preferences) aaghk them so that the
best possible choice can be made.

e Service personalization The behaviour of
individual services (including both third party @ees
and services internal to the pervasive servicefqulal
can be personalized to meet the user’s needs tsngas
appropriate values for parameters. For examplehef
user is receiving a telephone call, the volume acaé
adjusted automatically according to user preference
depending on where the user is located (at homeoek,
in the car, in the street).

e Call/message delivery and redirectionThis
concerns the ability to connect or redirect incagmin
telephone calls or messages to different devickss. Will
depend on the user’'s preferences which may in turn
depend on where the user is located, the time pfada
possibly on the identity of the caller. For example
preferences can be set up so that when the uaehane,
business calls can be redirected to the user's home
telephone during working hours and to a voicemail
service outside of working hours. Personal callstton
other hand can be redirected to the user’'s mobitne if
the user is free — otherwise to another memberhef t
family. If the user is in his/her car, an incomical may
be directed to the car phone if the caller is daktoebe
important enough. And so on. This was studied iraitle
in the first phase [18].

e |dentity SelectionUser preferences may be used
to assist in the selection of virtual identitiesptotect the
privacy of the user. This is an area that is culydreing
investigated in the second phase and will be repoon
in due course.

e Network Selectionln a pervasive environment,
as with services, there can be many different nétwo
possibilities. On the one hand there may be differ
network technologies e.g. WLAN, LAN, GPRS, etc.,
while on the other hand for each technology theag be
different providers. User preferences are usedhin
process of selecting the appropriate network totriee
current needs of the user.

Each of these areas of personalization has its setrof
preference rules for each user. Furthermore, tiera
separate preference rule for the selection of égoh of
service or the setting of each personalizable peranior

a service. The format adopted for such rules igrgple
“if-then(-else)” format. The condition part is argeal
Boolean expression which may involve checks onexdnt
attributes such as location. Each then-part or-gdse
may be either an action or a nested if-then(-else)
statement. An example might be:

IF location = “home” AND status = “free”
THEN SET volume TO 10
ELSE SET volume TO 5

The main challenge for personalization in Daidak$o
create and maintain a user profile comprising akeaser

preference rules, which adequately reflect the'sisereds
and priorities. While some preferences are morfcdif

to capture than others and there will always baatitns
in which some of the preferences will not be carréee
aim is to correctly forecast what the user wouldf@r as
much of the time as possible.

In the first phase a simple approach was used tuica
user preferences which relied on the user to ssethup
manually using an appropriate GUI. However, in gehe
this is not practical as the user soon becomesdbane
gives up without completing the task. For this ceaam
the second phase machine learning techniques amg be
used to assist in building up the profile for aruSéhese
learning mechanisms will help to create and mainteier
preferences. As the wuser interacts with his/her
environment through the various services, deviegs,
the user actions performed and the context in wiiiely
are performed are monitored. These actions will be
processed by both offline and online learning maidras

to provide improved preferences for all persontiisa
tasks. A mechanism is provided which informs tlkeru
of decisions taken on his/her behalf and allows/hénto
intervene if necessary. If the user does intervand
override a decision, this fact is recorded togethién the
current context of the user and fed back into gzering
system. Monitoring such negative interactions igcizl
as it allows learning mechanisms to identify anywne
patterns in behaviour or changes to existing ones.

4. Use of Stereotypes

To assist the user in creating an initial profie can
provide a number of stereotypes. A stereotype
corresponds to a user who may have a typical patter
behaviour and for which a typical set of user merfiees
may apply. This idea is helpful in the case of wudiial
services where different stereotypes can be idedti
for example, through cluster analysis on the option
selected. By selecting a stereotype for a servibe,
appropriate set of user preferences will be loddexthe
user profile, thereby enabling the user to createser
profile fairly rapidly.

Stereotypes are commonly used in recommender system
with preferences such as “users who like X alse M

but have also been used in a range of other apiplsa
including ubiquitous systems (e.g. Youngster). One
problem with stereotypes in pervasive systemsas e
preferences are generally context-dependent (famele,

“If the user is at home then the user prefers theapest
network option”). Thus one needs to deal with cente
dependent conditions such as “if the user is atdipfif

the user is at work”, etc. Obviously one cannot asteial
physical locations for this purpose but need to regse

to concepts such as “home”, “work”, etc. For thisgose
an ontology has been developed for user prefereioces
the subset of personalisation functions in Daidabosd



this is used in conjunction with the context mamaget
system to create appropriate conditions.

But the use of stereotypes on their own is noticefit

for two reasons. Firstly, although the set of user
preferences in the stereotype will generally previa
reasonable fit for the user’'s needs and prioritiesarely
provides an exact one. In general one would exfhextt
the set of preferences would need to be tweakexbrize
degree to suit the user. Secondly, for various omms
some user preferences will change with time — for
example, new and better services will become aviailar

the user’'s needs may change. By combining the fise o
stereotypes with machine learning, the nett efbéthis is
that the user is able to create an initial profiey rapidly
and the system will then adapt the profile gragualith
time as observation of the user’'s reactions to si@ts
lead to refinement of his/her preferences.

5. The Problem of Virtual identities

In order to protect the privacy of the user a gystef
virtual identities is used. Each user may haveramber

of virtual identities. These may depend on the 'asele
(doctor on duty, doctor on call, parent, participatin
sport, etc.), their location (at home, at work,car, in
town, on the golf course, abroad, etc.) or everir the
current activity. They may be viewed as a set &eddnt
user names, which the user may use for different
purposes. All services (both third party and system
services) that the user may use can only see thesus
virtual identity and whatever subset of personal
information the user allows, apart from the Seguaibd
Privacy component where the virtual identities da:
tracked to real identities for the purposes of aotiog.

This does create some problems both for the irsgflup
and for the subsequent learning of user preferesices

in principle each virtual identity should have @&n set
of user preferences. However, if one does this thes
will find that for services that are common to tairomore
virtual identities (e.g. making a telephone calig same
preferences may need to be learnt again and adaie
learning subsystem identifies a change in a user
preference when the user is using one virtual itlernhis
cannot be transferred to any of the other virtdehtities
used by the user. The system has to learn it afi@sh
each separate virtual identity where it arises.sThi
inevitably leads to user frustration.

The solution to this problem that was adopted has to
allow the user to specify to the Security and Rwwva
subsystem that any particular set of virtual idesdi
should share the same user profile. This subsy#tem
created an appropriate set of indirections so tthatuser
profiles for each of these virtual identities peithtto the
same set of user preferences. Thus without regaliy
associations  between virtual identites to the
Personalization subsystem, the latter could create

update user profiles in such a way that any chatgése
user profile for one virtual identity were immedibt
reflected in the profiles for other associated uatt
identities.

6. Dynamic Stereotypes

The initial approach adopted focused on the use of
machine learning to adapt the profile of the indial
user to refine the user’s preferences or changa thesuit
their changing needs. However, a similar approachbe
used to modify the stereotypes themselves if ibbexs
clear that these can be improved or need to beg@vi

In order to achieve this, whenever a user selects a
particular stereotype, a link is set up from thef@rence
rule in the user’'s profile pointing to the sterqumy
structure from which it was copied. In additionaunt is
maintained in the stereotype of the number of usdrs
have used this stereotype. Then whenever a useesvak
change to this preference rule, a message is setftet
stereotype recording the change. The message is
effectively anonymous to ensure the privacy of tiser.
This can be achieved through the use of a groupalir
identity (see section 7) associated with the stgp=o
service.

The system administrator can then set an apprepriat
condition - depending on the number of times uberse
used the stereotype and the proportion of those helve
modified the same part of it. When this conditismiet,
the stereotype rule can be modified in one of tvaysv
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e If the changes made by the users are consistent,
then the rule can be updated with this change.

¢ If the changes are not consistent, this component
may be removed from the rule provided that it dnes
reduce it to an empty rule.
This can either be done automatically or a
recommendation can be sent to the system admiaistra
who can take the final decision.

7. Group virtual identities

One extension to this system of virtual identitielsich
has been considered within the Daidalos pervasiseem
is the notion of a group virtual identity. Thisasvirtual
identity that is shared by a group of people fpagicular
purpose. A typical example where this might be wisisf
where a company might set up a group virtual idefitir
its employees to use when accessing a particuftwae
package. For example, suppose that the companyauses
particular CAD package but due to licence restitdi (or
some other reason) it needs to control access. Byit
creating a group virtual identity which has acctsshe
package and disallowing any other virtual identity
access it, the company can control and monitorsacce

Now, a group virtual identity is no different froemny
other virtual identity in that it has a set of upegferences
associated with it. These may relate to how itelected
or to the parameters associated with it. When a uses
the group identity, the user preferences associattdit
are applied.

In a way this is similar to a stereotype in thatewha
stereotype is selected by a user, the approprigés are
applied. In the case of a group virtual identithem the
group identity is selected the appropriate ruleg ar
applied. However, one important difference betwéen
two is that when a stereotype is selected by a, uker
preferences associated with it are copied intouber’s
profile and can be adapted by learning to suituber. In
the case of a group virtual identity the preferasnaee not
copied into the user’s profile and although theyyrba
changed temporarily for each user, no permanemnigeha
is made by any individual user.

Once again one can apply learning to this by monigo
and recording whatever temporary changes users tnake
the preferences while using this identity. Tempgrar
changes to the preferences by the users are rretisio
the group virtual identity profile but are fed baekd
stored in the same way as changes are handled for
stereotypes. As in the case of stereotypes thesrayst
administrator can set up appropriate conditionsctyhif
met, result in the preferences associated withgtioeip
virtual identity being updated. The individual usere
once again anonymous and the update to the pre&sen
associated with the group virtual identity only oexif on

a sufficient number of occasions these are updayeitie
user using the identity at the time.

When a preference associated with a group virtlextity
is updated in this way (either automatically or viee
system administrator), this will have an effecttba next
user and all subsequent users who will use it. The
preferences that will be used will be a new copythef
group virtual identity preferences that will comathe
newly changed preference. Note that this is diffefeom
a stereotype in that when the group virtual idgnt#t
updated all users benefit from the update whereas f
stereotype only new users selecting the stereotyifie
benefit from the update.

Another difference between stereotypes and groupali
identities relates to the handling of context. Rseathe
stereotype is adopted by the user, the contexthef t
individual user can easily be taken into accounthe
learning process. In the case of group virtual fities
context information is more difficult to isolate
considering that the group virtual identity will hesed
concurrently by more than one user. Neverthelesssiill
possible to produce useful context generalisatidhs.
available, using context inference, an “at home&atmon

or an “on the road” location instead of specifidabses

or coordinates, can be used to generalise a locatio
condition in the preference enough to be able [@uwe
and update more preferences under a group virtual
identity. However, even without context inferenceeo
can produce useful adaptations with learning.

For example, suppose that the aforementioned compan
operates on two sites, producing different kinds of
products at each, but it sets up a single group ¥dD
both sites to access the CAD package. Any employee
using the group VID could be at either of the titesor

at another location (home, customer's site, or sdreee
else). It may be that users at one site have differ
preferences from the other or that if the usewiside the
company premises, they may have different prefeenc
again. By monitoring usage over a period one may
identify such patterns and change the preferences
associated with the group virtual identity to fitter with

the different user preferences for different lomasi.

8. Conclusion

This paper is concerned with some aspects of thielggm

of creating and maintaining user preferences foh emser

in a pervasive system. Because this is a labottasls to
perform manually, both stereotypes and machinaiegr
are being used to assist in creating and maingiaim
acceptable set of preferences. These preferenees a
generally context-dependent which provides addition
challenges.

This paper describes how user preferences areinskd
Daidalos pervasive system and how stereotypes and



learning are used to support them. It describes the
problem of maintaining user privacy through virtual
identities and its effect on stereotypes and leagnand
presents the solution adopted in Daidalos. It diessr
how the same learning process can be used to adapt
stereotypes to match the changing preferences @f th
group of users who select this stereotype. This ide
enables stereotypes to adapt to changing requirtsnoen
the part of the users or to new services becoming
available. The approach could be extended to allow
stereotypes to be split to create sub-stereotymesgive
better coverage of different user groups.

The same approach can also be applied to groupalirt
identities. Although there are a number of diffexen
between the two, a similar strategy can be appited
handle them. Once again learning is used to refiee
preferences associated with the group virtual itdend
better fit the needs of the users using it or tapado new
or updated services becoming available.

The initial ideas on personalization and user pegfees

in the first phase of Daidalos were implementedain
prototype of a pervasive service platform which was
demonstrated at the end of the first phase (e@06R A
redesign of these ideas with the addition of stypes
and learning as described in this paper has been
implemented in a revised Daidalos prototype whish i
currently being integrated with the lower level
infrastructure to support the pervasive platformd avill

be demonstrated in April 2008. This implementation
incorporates stereotypes although it may not irelud
group virtual identities.
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